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Keyless 
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Driven by a mission to create a safer, more private world, Keyless is a 2024 Flagship Prism Luminary. Tackling data 
privacy concerns head-on with its patented Zero-Knowledge Biometrics technology, this identity platform provider 
ensures compliance with stringent regulations like GDPR via an elegantly simple concept: it doesn’t store biometric 
data on devices or in the cloud. That privacy-by-design aspect is made accessible through its seamless integration 
process, which allows its customers to easily upgrade their authentication from old and outmoded identity controls 
like SMS OTP, and to benefit from orchestration across the full user lifecycle, from onboarding through account 
recovery. 

Uniquely Positioned With Innovative Technology 
Offering a single-sign-on experience that puts user experience first, Keyless positions true user identity as the 
primary credential for all transactions. A selfie enrollment is all it takes for users to authenticate across multiple 
devices with ease. Keyless has integrated with risk platforms that enable step-up authentication when required. 
This approach ensures protection against account takeover fraud in authenticated sessions without treating every 
customer as if they are potentially a bad actor. Further solidifying its Luminary position in the Prism, the company 
enables fully automated account recovery secured by biometrics. This not only cuts down on help desk costs for 
its clients while making the process easy for end users, but it also closes one of the most vulnerable fraud gaps in 
digital security systems.

Biometrics at the Core of Banking 
It was the cost of legacy authentication methods that drove a regional bank to turn to Keyless. Spending millions 
of dollars annually on customer support and SMS OTP second factor authentication, it needed to minimize its costs 
while shoring up its fraud protection. Of course, in the competitive financial services landscape where additional 
friction can lose customers, this had to be managed discretely. Replacing knowledge-based authenticators with 
facial recognition, the bank reduced its annual password and account management costs by millions. It bolstered its 
protection against account takeover fraud, improved user experience, and Keyless’ platform significantly reduced 
customer service calls thanks to its automated account recovery. With biometrics at the core, getting back into your 
bank account only takes a single glance.

Enabling Healthy Identity Practices 
The healthcare sector is facing an identity crisis. Medical data is the most valuable type of user information on the black 
market, healthcare record transfer compliance regulations are unforgiving, and a medical emergency misidentification 
can be a matter of life and death. But digital transformation challenges in the sector have kept most identity leaders 
at bay.Keyless is an exception. A government-funded regional healthcare provider responsible for serving tens of 
thousands of patients and medical professionals across a sizeable number of European clinics and hospitals deployed 
Keyless Consumer Authentication to solve its significant digital transformation challenges. It immediately revolution-
ized its authentication process resulting in a 64% reduction in account takeover fraud. The implementation took only 
two months to deploy and serves as an example of how Keyless’ privacy-forward biometric platform is making inroads 
for secure identity.

Contact Keyless: info.keyless.io
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